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THE PLACE AND ROLE OF CYBERSECURITY
INTHE SYSTEM OF PROVIDING NATIONAL
SECURITY OF UKRAINE

MIEJSCE | ROLA CYBERBEZPIECZENSTWA
W SYSTEMIE ZAPEWNIENIA BEZPIECZENSTWA
NARODOWEGO UKRAINY

STRESZCZENIE

Zapewnienie bezpieczeristwa narodowego Ukrainy jest jednym z priorytetowych kierun-
kow jej polityki wewnetrznej jako paristwa suwerennego, niezaleznego, demokratycznego,
spotecznego i prawnego. Elementem sktadowym bezpieczeristwa narodowego Ukrainy jest
bezpieczeristwo informacyjne Ukrainy, ktore obejmuje cyberbezpieczeristwo jako ochrong
Zywotnych interesow czlowieka i obywatela, spoleczeristwa i paristwa podczas korzystania
z cyberprzestrzeni, ktore zapewnia zrownowazony rozwoj spoleczeristwa informacyjnego
i Srodowiska komunikacji cyfrowej, terminowe wykrywanie, zapobieganie i neutralizo-
wanie rzeczywistych i potencjalnych zagrozen dla bezpieczeristwa narodowego Ukrainy
w cyberprzestrzeni.

Na podstawie wynikow badan naukowych autorka stwierdzita, Ze: 1) istniejgce po-
tencjalne lub realne zagrozenia cybernetyczne to takie, ktore stwarzajg powazne za-
grozenie dla bezpieczenistwa narodowego Ukrainy podczas korzystania z cyberprz-
estrzeni; 2) zapewnienie bezpieczefistwa narodowego, w tym cyberbezpieczeristwa
Ukrainy jako elementu narodowego bezpieczeristwa informacyjnego Ukrainy, zalezy
od: a) obowigzywania odpowiednich ram prawnych, ktére dotyczg odpowiedniej
sfery regulacyjnej; b) utworzenia/udoskonalania i efektywnego funkcjonowania in-
stytucji narodowych, ktorych dziatalnos¢ ma na celu zapewnienie bezpieczeristwa
narodowego Ukrainy jako catosci lub jej poszczegélnych elementow, w tym cyber-
bezpieczeristwa Ukrainy; c) rozwoju wspotpracy miedzynarodowej w celu integracji
Ukrainy z bezpieczeristwem miedzynarodowym (zbiorowym).
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SUMMARY

Ensuring the national security of Ukraine is one of the priority directions of its internal
policy as a sovereign, independent, democratic, social and legal state. A constituent el-
ement of the national security of Ukraine is the information security of Ukraine, which
includes cybersecurity as the protection of the vital interests of a person and citizen,
society and the state during the use of cyberspace, which ensures the sustainable de-
velopment of the information society and digital communication environment, timely
detection, prevention and neutralization of real and potential threats to the national
security of Ukraine in cyberspace.

According to the results of the scientific research, the author found that: 1) the existence
of potential or real cyber threats are those that pose a serious danger to the nation-
al security of Ukraine when using cyberspace; 2) ensuring national security, including
and cybersecurity of Ukraine as a component of the national information security of
Ukraine depends on: a) the validity of the appropriate regulatory and legal framework,
which concerns the relevant sphere of regulation; b) creation/improvement and effective
functioning of national institutions whose activities are aimed at ensuring the national
security of Ukraine as a whole or its individual components, including and cybersecuri-
ty of Ukraine; c) development of international cooperation with the aim of integrating
Ukraine into international (collective) security.

Stowa kluczowe: bezpieczenstwo narodowe, bezpieczenstwo informacyjne, cyber-
bezpieczenstwo.
Keywords: national security, informational security, cybersecurity.

According to the provisions of the Basic Law of Ukraine, “Ukraine is a sovereign
and independent, democratic, social, legal state (Article 1), in which a person, his
life and health, honor and dignity, inviolability and security are recognized as the
highest social value (Article 3). Protecting the sovereignty and territorial integrity of
Ukraine, ensuring its economic and informational security are the most important
functions of the state, the business of the entire Ukrainian people (Article 17)”.
These provisions of the Constitution of Ukraine dated June 28, 1996 No. 254k/96-
BP became the legal basis for the formation and implementation by Ukraine of its
state policy in the field of national security, that is, ensuring the protection of state
sovereignty, territorial integrity, the democratic constitutional system and other na-

tional interests of Ukraine (vital important interests of man, society and the state, the

' Koucmumyuis Yipainu (Constitution of Ukraine dated June 28, 1996, as amended on December 2,
2019. No. 254x/96-BP), 1996, https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%
D1%80#Text [access: 10.03.2024].
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implementation of which ensures its progressive democratic development, as well

as safe living conditions and the well-being of its citizens) from real and potential

threats®. At the same time, such threats can be different both in nature and in the

consequences of impact directly on the relevant components of the national securi-

ty of Ukraine. In particular, as stated in the National Security Strategy of Ukraine,
approved by the Decree of the President of Ukraine dated September 14, 2020 No.
392/2020 On the Decision of the National Security and Defense Council of Ukraine
dated September 14, 2020 “On the National Security Strategy of Ukraine”, threats to
the national security of Ukraine are’:

climate changes and the growth of man-made load on the surrounding natural
environment;

increase in the number and scale of natural and man-made emergencies;

the strengthening of the negative impact of biological factors on the population,
the emergence and spread of both already known and new infectious diseases,
which leads to the deterioration of the living environment, the quality of air,
drinking water, and food products and, as a whole, negatively affects life and
health people;

rapid technological changes, primarily in energy and biotechnology, develop-
ments in the field of artificial intelligence, etc., which fundamentally transform
the economy and society as a whole;

the growth of challenges to transatlantic and European unity, which can cause
the escalation of existing and the emergence of new conflicts (a clear example
today is the conduct of military operations by the Russian Federation on the
territory of Ukraine);

strengthening international competition with the use of all instruments of natio-
nal power (political-diplomatic, military, economic, etc.) by the relevant states;
spread of international crime;

lack of proper internal state policy, which inhibits the development of Ukraine
as a sovereign and independent, democratic, social, legal state, etc.

> IIpo nauionanvhy Gesneky Ypainu (About the national security of Ukraine: Law of Ukraine of
June 26, 2018. No. 2469-VIII), 2018, https://zakon.rada.gov.ua/laws/show/2469-19#Text [access:
10.03.2024].

IIpo piwenns Paou HauionanvHoi 6esnexu i o6oponu Yipainu 6i0 14 eepecrs 2020 poky «IIpo

Cmpamezito HauyionanvHoi 6e3nexu Yxpainu» (On the decision of the National Security and Defense
Council of Ukraine dated September 14, 2020 “On the National Security Strategy of Ukraine”™ Decree
of the President of Ukraine of September 14, 2020. No. 392/2020), 2020, https://zakon.rada.gov.ua/
laws/show/392/2020#Text [access: 10.03.2024].
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Based on the analysis of the provisions of the Decree of the President of Ukraine
dated December 28, 2021 No. 685/2021 On the Decision of the National Security
and Defense Council of Ukraine dated October 15, 2021 “On the Information Secu-
rity Strategy of Ukraine”, one of the constituent elements of the national security of
Ukraine is the information security of Ukraine, which also includes cybersecurity?,
the legal basis of which is:

1) The Constitution of Ukraine dated June 28, 1996 No. 254k/96-VR, which
states that “Ukraine is a sovereign and independent, democratic, social, legal
state (Article 1). A person, his life and health, honor and dignity, inviolability
and security are recognized as the highest social value in Ukraine (Article 3).
Protecting the sovereignty and territorial integrity of Ukraine, ensuring its
economic and information security are the most important functions of the
state, the business of the entire Ukrainian people (Article 17)”3;

2) international treaties whose binding consent has been given by the Verkhovna

Rada of Ukraine:

« Convention on the Protection of Human Rights and Fundamental Freedoms
of November 4, 1950 No. 995_004, ratified by the Verkhovna Rada of Ukra-
ine on the basis of the Law of Ukraine “On the Ratification of the Convention
on the Protection of Human Rights and Fundamental Freedoms” of 1950,
the First Protocol and Protocols Nos. 2, 4, 7 and 11 to the Convention dated
July 17, 1997 No. 475/97-BP¢, which enshrines “everyone’s right to freedom
of expression. This right includes the freedom to adhere to one’s views, to
receive and transmit information and ideas without interference from state
authorities and regardless of borders (Part 1, Article 10)™’;

IlIpo piwennss Paou nayionanvHoi besnexu i oboporu Yxpainu 6id 15 soemus 2021 poxy «IIpo
Cmpamezito ingpopmauyiiinoi 6esnexu Yxpainu» (About the Decision of the National Security and De-
fense Council of Ukraine dated October 15, 2021 “About the Information Security Strategy of Ukraine”
Decree of the President of Ukraine of December 28, 2021. No. 685/2021), 2021, https://zakon.rada.
gov.ua/laws/show/685/2021#n5 [access: 10.03.2024].

Koncmumyuis Yxpainu..., op. cit.

IIpo pamudixayiro Konsenuii npo 3axucm npae moOuHu i 0CHOBONOMOKHUX 60600 1950 poxky,
Iepuiozo npomoxony ma npomoxonie Ne 2, 4, 7 ma 11 do Koneenuii (On the ratification of the 1950
Convention on the Protection of Human Rights and Fundamental Freedoms, the First Protocol and
Protocols Nos. 2, 4, 7 and 11 to the Convention: Law of Ukraine of July 17, 1997. No. 475/97-BP),
1997, https://zakon.rada.gov.ua/laws/show/475/97-%D0%B2%D1%80#Text [access: 10.03.2024].
Konsenyis npo 3axucm npag modunu i ocHosononosxHux c60600 (Convention on the Protection
of Human Rights and Fundamental Freedoms: International document of November 4, 1950. No.
995_004), 1950, https://zakon.rada.gov.ua/laws/show/995_004#Text [access: 10.03.2024].
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« Convention on Cybercrime dated November 23, 2001 No. 994_575, ratified
by the Verkhovna Rada of Ukraine on the basis of the Law of Ukraine “On
the Ratification of the Convention on Cybercrime” dated September 7, 2005
No. 2824-1V8, which provides for measures to be carried out on the national
levels for the purpose of countering cybercrime, namely establishing criminal
liability for”:

- Offenses against the confidentiality, integrity and availability of computer
data and systems (illegal access to the entire computer system or its part
without the right to do so; illegal interception by technical means without
the right to do so; transfer of computer data not intended for public use
and conducted from, on or within a computer system, including electroma-
gnetic radiation from a computer system containing such computer data;
data interference: intentional damage, destruction, deterioration, alteration
or concealment of computer information without the right to do so; tam-
pering with the system: intentionally seriously interfering with the functio-
ning of a computer system by entering, transmitting, damaging, destroying,
degrading, replacing or concealing computer data without the right to do
so; misuse of devices without the right to: manufacture, sell, acquire for use,
distribute or otherwise make available for use devices, including computer
programs, created or adapted primarily for the purpose of committing any
of the crimes listed above, computer passwords, access codes or similar data,
with the help of which it is possible to gain access to all or part of a computer
system with the intention of using it to commit any of the crimes listed abo-
ve, as well as possessing the items specified above with the purpose of using
them to commit any of the crimes listed above).

- Computer-related offenses (forgery related to computers, committed in-
tentionally without the right to do so: entering, changing, destroying or
concealing computer data that results in the creation of invalid data with
the purpose of they would be considered or legally acted upon as valid,
whether or not such data can be directly read and understood; compu-
ter fraud: intentionally committing, without the right to do so, actions
that lead to the loss of another person’s property by any input, change,
destruction or concealment of computer data or any interference in the

8 IIpo pamugixayiio Koneenyii npo xibepsnouunnicmo (On the ratification of the Convention on Cyber-
crime: Law of Ukraine of September 7, 2005. No. 2824-IV), 2005, https://zakon.rada.gov.ua/laws/
show/2824-15#Text [access: 10.03.2024].

°  Konsenuis npo xibepsnouunuicms (Convention on cybercrime: International document of November
21, 2001. No. 994_575), 2001, https://zakon.rada.gov.ua/laws/show/994_575 [access: 10.03.2024].
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functioning of a computer system with the fraudulent or dishonest pur-
pose of obtaining economic advantages for yourself or another person).

- Offenses related to the content (offenses related to child pornography,
in particular, the intentional commission without the right to do so of
the following actions: production of child pornography for the purpose
of its distribution using computer systems; offering or providing access
to child pornography for using computer systems; distribution or trans-
mission of child pornography using computer systems; obtaining child
pornography using computer systems for oneself or another person; pos-
session of child pornography in a computer system or on a computer sto-
rage medium).

— Offenses related to the violation of copyright and related rights.

3) other normative legal acts of Ukraine:

o the Law of Ukraine “On the National Security of Ukraine” of June 26, 2018
No. 2469-VIII, which defines and delimits the powers of state bodies in the
spheres of national security and defense, creates a basis for the integration of
policies and procedures of state authorities, other state bodies whose func-
tions concern of national security and defense, security forces and defense
forces, a system of command, control and coordination of operations of
security forces and defense forces is defined, a comprehensive approach to
planning in the spheres of national security and defense is introduced, thus
ensuring democratic civilian control over the bodies and formations of the
security sector and defense'’;

o the Law of Ukraine “On the Basic Principles of Ensuring Cybersecurity of
Ukraine” dated October 5, 2017 No. 2163-VIII, which defines the legal and
organizational foundations for ensuring the protection of the vital interests
of a person and citizen, society and the state, national interests of Ukraine
in cyberspace, the main goals, directions and principles of state policy in
the field of cybersecurity, powers of state bodies, enterprises, institutions,
organizations, individuals and citizens in this area, basic principles of coor-
dination of their activities to ensure cybersecurity'’;

IIpo Hayionanvry 6esnexy Yipainu (About the national..., op. cit.

IIpo ocnoeni 3acadu 3abesneuenns: Kibepbesnexu Yxpainu (About the main principles of ensuring
cybersecurity of Ukraine: Law of Ukraine of October 5, 2017. No. 2163-VIII), 2017, https://zakon.
rada.gov.ua/laws/show/2163-19#Text [access: 10.03.2024].
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o Decree of the President of Ukraine dated September 14, 2020 No. 392/2020
On the decision of the National Security and Defense Council of Ukraine
dated September 14, 2020 “On the National Security Strategy of Ukraine™'?;

o Decree of the President of Ukraine dated August 26, 2021 No. 447/2021 On
the decision of the National Security and Defense Council of Ukraine dated
May 14, 2021 “On the Cybersecurity Strategy of Ukraine™;

o Decree of the President of Ukraine dated December 28, 2021 No. 685/2021
On the Decision of the National Security and Defense Council of Ukraine
dated October 15, 2021 “On the Information Security Strategy of Ukraine™*.

Cybersecurity of Ukraine is the protection of the vital interests of a person and

citizen, society and the state during the use of cyberspace, which ensures the sustain-
able development of the information society and digital communication environ-
ment, timely detection, prevention and neutralization of real and potential threats to
the national security of Ukraine in cyberspace®. That is, if we determine the pecu-
liarities of cybersecurity of Ukraine and its place and role in ensuring national secu-
rity as one of the priority directions of the internal policy of Ukraine as a sovereign,
independent, democratic, social and legal state, then it is worth, first of all, to pay
attention to the following:

o cybersecurity of Ukraine is aimed at ensuring the protection of the vital inte-
rests of a person and citizen, society and the state precisely during the use of
cyberspace, i.e. “the environment (virtual space) that provides opportunities
for communication and/or the implementation of social relations, formed
as a result of the functioning of compatible (with “united”) communication
systems and provision of electronic communications using the Internet and/
or other global data transmission networks™®;

o cybersecurity of Ukraine is aimed at:

IIpo piwenns Paou nayionanvroi 6esnexu i o6oporu Yxpainu 6i0 14 sepects. .., op.cit.

IIpo piwenns Padu HauionanvHoi 6esnexu i 060poHu Yipainu i 14 mpaens 2021 poxy «IIpo
Cmpameziio kibepbesnexu Yxpainu» (On the decision of the National Security and Defense Coun-
cil of Ukraine dated May 14, 2021 “On the Cybersecurity Strategy of Ukraine”™ Decree of the Pre-
sident of Ukraine of August 26, 2021. No. 447/2021), 2021, https://zakon.rada.gov.ua/laws/sho-
w/447/2021#Text [access: 10.03.2024].

IIpo piwenns Paou nauionanvroi besnexu i ob6oponu Yipainu 6id 15 sosmmus 2021 poxy «IIpo
Cmpamezito indopmauiiinoi 6esnexu Yipainu» (About the Decision of the National Security and
Defense Council of Ukraine dated October 15, 2021 “About the Information Security Strategy of Ukra-
ine”: Decree of the President of Ukraine of December 28, 2021. No. 685/2021), 2021, https://zakon.
rada.gov.ua/laws/show/685/2021#n5 [access: 10.03.2024].

IIpo ocHosHi 3acadu 3abe3nedeHHs. .., op. cit.

Ibidem.
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- ensuring the sustainable development of the information society and digi-
tal communication environment;

- timely detection, prevention and neutralization of real and potential thre-
ats to the national security of Ukraine in cyberspace, i.e. cyber threats —
“existing and potentially possible phenomena and factors that pose a dan-
ger to the vital national interests of Ukraine in cyberspace, have a negative
impact on the state of cybersecurity of the state, cybersecurity and cyber
protection of its objects™".

In particular, as directly stated in the Decree of the President of Ukraine dated

August 26, 2021 No. 447/2021 On the decision of the National Security and Defense
Council of Ukraine dated May 14, 2021 “On the Cybersecurity Strategy of Ukraine”,
the following threats to Ukraine’s cybersecurity are's:

« war in cyberspace - increasing the arsenal of offensive cyber weapons, the
use of which can cause irreparable, irreversible destructive consequences. We
are talking about cyberattacks aimed, first of all, at information and commu-
nication systems of state bodies of Ukraine and objects of critical information
infrastructure with the aim of disabling them (cyber sabotage), obtaining co-
vert access and control, carrying out intelligence and intelligence-subversive
activities, or for the purpose of manipulative influence on the population,
interference in election processes and discrediting Ukrainian statehood;

o cybercrime - the use of cyberspace to commit crimes against the founda-
tions of national security of Ukraine, as well as criminal offenses related to
the legalization of proceeds of crime, human trafficking, illegal handling of
weapons, ammunition or explosives, illegal trafficking in narcotic drugs,
psychotropic substances, their analogues or precursors and other objects
and substances that threaten the life and health of people, etc.;

cyberespionage - cyberattacks related to the theft of information with limi-

ted access for political, economic or military purposes (cyberespionage) and
the implementation of intelligence and subversive activities against Ukraine;

o cyber terrorism - the priority targets of which remain nuclear energy faci-
lities, electricity and water supply, the spheres of electronic communications,
financial and banking spheres, air and railway transport, warehouses of stra-
tegic types of raw materials, chemical and biological facilities, etc.

17

18

Ibidem.
IIpo piwennss Paou nayionanvroi 6esnexu i 06oponu Yepainu 6io 14 mpasms..., op. cit.
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It should be noted that cyber threats are dynamic phenomena. And this means
that they are constantly changing, depending on the appearance of relevant new
challenges before the world community in general or Ukraine in particular. In
this regard, some of them may recede into the background, while others, on the
contrary, become dominant in cyberspace. So, for example, as of today, the cyber
threat associated with the spread of the COVID-19 pandemic, which at one time
caused a rapid transformation and organization of a significant segment of social
relations in remote mode with the wide use of electronic services and information
and communication systems, has somewhat receded into the background". Instead,
an actual external threat to the cybersecurity of Ukraine is the conduct of hybrid
aggression by the Russian Federation against Ukraine in cyberspace, because, as Yu.
P. Lisovska points out, the special services of the Russian Federation conduct such
information operations that are directly aimed at undermining the national security
of Ukraine, its national interests, liquidation of Ukrainian statehood and destruction
of Ukrainian identity, provoking manifestations of extremism and panic in society,
which weaken and destabilize socio-political and socio-economic conditions in
Ukraine®. Unpredictable cyber threats for Ukraine remain the rapid development of
artificial intelligence technologies and the introduction of 5G communication tech-
nology in Ukraine on the basis of a pilot project, the effective and safe functioning of
which will significantly depend on the correct operation of the software. And many
such examples can be cited.

Thus, summarizing all of the above, the following should be stated:

« the existence of potential or real cyberthreats is such that it poses a serious
danger to the national security of Ukraine, as it indicates a probable or actual
encroachment on the vital interests of a person and citizen, society and the state
during the use of cyberspace;

« ensuring national security, including and cybersecurity of Ukraine as a com-
ponent of the national information security of Ukraine is one of the main
directions of the state policy of Ukraine, the effectiveness of which depends on
a number of factors, in particular:

— the validity of the appropriate regulatory and legal framework, which con-
cerns the relevant sphere of regulation;

- creation/improvement and proper functioning of national institutions who-
se activities are aimed at ensuring the national security of Ukraine as a whole
or its individual components, including and cybersecurity of Ukraine;

¥ Ipo piwenns Paou nayionanvHoi Gesnexu i 060poHu Yxpainu 6i0 14 mpasHs. .., op. cit.
2 Yu. P. Lisovska, Information security of Ukraine: academic. manual, Kyiv: Condor, 2018, p. 117-118.
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- development of international cooperation with the aim of integrating Ukra-
ine into international (collective) security.

All of this together will be able to guarantee the protection of state sovereignty,
territorial integrity, democratic constitutional system and other national interests of
Ukraine from any real and potential threats. And the absence of cyber threats will
testify to the safe functioning of cyberspace, which will provide new opportunities
for unimpeded digital transformation of all spheres of public life in Ukraine.
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